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Cyber-attacks and Small
Businesses

Small businesses have a higher chance of cyber-
based attacks, due to the use of home internet-linked
computers for personal and business needs (Duncan
et al., 2019). Twenty percent of small businesses
have been hacked (Duncan et al., 2019), showing
that cyber-attacks are not limited to larger businesses
and corporations. The growing pressure of small
businesses to adopt a digital presence (e.g., social
media, web-based sales) as a means of competing
with larger competitors also requires these producers
to assess the food safety risks associated with being
online. Cyberbiosecurity has emerged as a new
framework for addressing these specific types of
hazards. Small fermentation businesses are
encouraged to learn the basics of cyberbiosecurity,
how to identify smart technology and automation in
their own businesses and identify ways to protect
their operations.

Cyberbiosecurity threats can happen to any small
fermentation business. As Tamang et al., 2020
points out, fermented food items are generally
considered safe, but improper fermentation of those
foods can lead to health risks. A cyberbiosecurity
attack could easily cause the improper fermentation
of a food item, either by affecting the parameters
within which the fermentation process is occurring
(e.g., temperature sensors) or by affecting the
sanitation and hygiene of the automated equipment
(e.g., CIP systems).

What is Cyberbiosecurity?

With the increasing use of smart technology and
automation in the fermentation industry, the
relevance of cybersecurity has been rising too.
Cyberbiosecurity is widely applicable to various
industries, so guidance should be specifically
tailored to an industry. Cyberbiosecurity exists at the
intersection of biosecurity, biosafety, and
cybersecurity (Figure 1). It is “a formal new
enterprise which encompasses cybersecurity, cyber-
physical security and biosecurity as applied to
biological and biomedical-based systems,” (Duncan
et al.,2019).

Cybersecurity is focused on the protection of data,
information systems, and networks (Murch et al.,
2018).

Biosecurity is focused on preventing hazards, or
minimizing the hazards that can harm humans,
animals, or the environment.

Biosafety is focused on the prevention of loss of
integrity biologically, environmentally and in
relation to human health.
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Figure 1. Cyberbiosecurity is the intersection of
cybersecurity, biosafety, and biosecurity.

Smart Technology and
Automation

There are two terms relevant to cyberbiosecurity
hazards in modern small fermentation businesses:

“Smart Technology” is the utilization of electronic
devices connected to a wireless network, capable of
logging and reports, or can be programmed to be
automated to do a job for the operator, such as
receiving alerts to your phone or computer should
the power to a piece of equipment be interrupted.

“Automation” is the utilization of technology to
perform otherwise human activities with or without
human assistance, such as automatic bottle fillers.

Relevance to Fermentation

Automation within the fermentation industry can be
as simple as introducing an automatic temperature
controller or an auto-stop valve on a piece of
equipment (Pyke, 1959). Even these simple pieces of
automation could be the mode of action in a
cyberbiosecurity attack and impact the fermentation
process. Furthermore, all that is required for these
attacks to occur is for the perpetrators to gain access
to business control systems (such as through
unprotected internet networks) and understand how
to change the settings of smart technology or
automated devices. These attacks are likely to go
unreported or underreported due to a lack of
detection, either in the hardware or software of these
smart technologies and automated systems (Drape et
al., 2021).
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Cyberbiosecurity and
Hazard Prevention Tools

Hazards are “any biological, chemical, or physical
agent that is reasonably likely to cause illness or
injury in the absence of its control” [21 CFR §
120.3(g)]. Like the other hazard types (biological,
chemical, physical), the manufacturing process
should be evaluated for areas where cyberbiosecurity
threats can occur. It is highly recommended that
cyberbiosecurity hazards be added to hazard
prevention tools, like HACCP (Hazard Analysis and
Critical Control Point) Programs. Once identified,
those areas can be analyzed for the level of risk to
the product, what controls are in place to prevent a
cyberbiosecurity attack, what would occur in the
event of a cyberbiosecurity attack, what the Critical
Control Point (CCP) would be, and any corrective
measures needed.

Some protective measures that can be built into your
business and hazard plans are:

e Separating your home and business
technology by using separate computers and
network linked technology for home and
business

e Avoiding performing business on an
unprotected home or public network

e Using passwords and 2-factor authentication
on any smart technology or automated
processes

e Limiting or excluding access to smart
technology or automated processes to a
small number of trained employees

e Utilizing security software on all smart
technology and automated processes

e Using dataloggers with alerts built in for
when specific parameters or controls are not
met

e Training employees to be aware of
cyberbiosecurity attacks and what they may
look like, as you would for other types of
hazards

Recommendations

Here are some recommendations to assist
businesses:

Businesses should separate their business networks
from unprotected home networks and devices. Home
networks are less likely to be as strongly protected



against a cyberbiosecurity attack as a protected
business network would be.

It is imperative to have at least a base level
knowledge of the technology being used, what
automation is taking place, and basic protection
measures for those items.

Senior management should prioritize education
about cyberbiosecurity through free classes on the
internet, paid courses through a college, etc.

If possible, it can be incredibly beneficial to perform
an internal hacking event to identify weaknesses
within the cyber realm of your business. This can
make curating cyberbiosecurity protections personal
to your business.
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